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Have we learned anything?

The recent economic events cannot be ignored as a paramount learning opportunity
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look back at these trying times and learn from them, we fail to recognize that it can

and will happen again. As we reflect on recent challenges, key questions arise on

the management level.

x  What will I say when they ask what happened and did I do enough to prepare
for it?

x Am I able to identify the key risks across my entire organization?

x Is my organization able to effectively mitigate and manage risk and are these
processes documented?

x  Does our leadership agree on the critical risks?

The current business environment has key stakeholders, both internal and external,

demanding greater accountability from senior management to properly address all

aspects of risk. We have learned that we cannot effectively manage risk until there is

a clear picture of what types of risk could impact the enterprise as well as the size

and frequency of these risks. & OOOEAOI T OAh OT AAU6 O AT OGEOIT1 AT
major factor in planning for the long-tern viability of an organization is effective

management of both departmental and enterprise-wide risk. The current volatility

of our economy has migrated risk management from a solid business practice to a

mission critical initiative.

It has taken the ongoing economic crisis to highlight the need for a more formal,
strategic and proactive means of managing risk. It has become clear that if risk is not
effectively managed, the consequences range from negative media coverage, and
financial instability to a tarnished image and the general perception that
management is not in control. All of which are not well received by board members,
key stakeholders, ratings agencies or current and prospective clients.

You may not be able to predict when or what the next big event may be, but the
right insight and planning can increase the probability that your company survives.
Some events will be small and frequent, others tall and deadly, but no matter what,
an integrated approach to risk management will help your organization make
informed business decisions in a timely manner.
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While you may not be able to control the event, you can control its impact on your
organization.9 | OO | O C Aslicketd fefirdrd oh y@uD ability to correctly
recognize and successfully manage the risks associated within your operations.

What is Risk Management?

Risk can be defined as a possible event or circumstance that can have negative

influences on the organization. It may internally impact AT T OCAT EUAQOET 160 AO
human and capital resources, products and services and customers. It also has an

external impact on society, markets and the overall environment. Risks can come

from uncertainty in financial markets, project failures, legal liabilities, credit risk,

accidents, natural causes and disasters as well as deliberate attacks from an

adversary. Furthermore, risk can be measured by impact multiplied by probability.

Risk Management is the identification, assessment and prioritization of risks across
an organization. The objective of risk management is to minimize, monitor and
control the probability and potential negative impact of possibly disastrous events.
Most Risk Management methodologies consist of the following phases:

Identify
Assess
Measure
Prioritize
Strategize
Mitigate

X X X X X X

A Risk Management practice should utilize a 360-degree approach to help you
identify critical functions of your business, analyze exposures and their impact on
your organization, as well as evaluate existing risk treatment practices. A successful
practice can help your organization to protect your assets and revenue streams,
streamline your compliance programs and strengthen the quality of information for
decision-making. A full circle approach will:

Create and add value to the business

Address all risks and uncertainty, including IT, business and financial
Provide increase information for decision making

Be specifically tailored to your organization with a governance structure
Include continuous enhancement and be responsive to business changes
Be integrated into organizational processes

X X X X X X
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Why is Risk Management Important?

Winning organizations have the resources and processes to manage their most
substantial known risks. However, risk is often managed in silos across an
enterprise, resulting in lack of standardization and a trend for managing risks
unconnected and independently. Successful companies that implement a holistic
risk management approach maintain a greater potential for success through better
awareness and control of risks, improved efficiency and enhanced ability to take
additional business risk. Companies that have implemented successful programs
often find increased standardization in risk management practices and an enhanced
capability to respond to the ever-increasing demands of governance and regulatory
requirements. Organizations that employ a best practices based risk management
methodology often have the following attributes:

Defined goals and oversight structure

An understanding of existing risk management processes

Effective identification and prioritization of current and new risks

A disciplined approach to quantifying the most significant risks

An effective approach to identifying and evaluating risk response solutions
Successful implementation of risk response solutions

Appropriate risk governance, culture and disclosure

X X X X X X X

Furthermore, a Risk Management program can provide an organization with the
following benefits:

Increased executive awareness of key risks and response solutions
Enhanced decision making capability, including taking on new risks
Corporate governance and consistency in risk management
Understanding of the impact of critical risks

Documented strategic risk management processes

Increased transparency across the enterprise

Improved real-time understanding of financial performance
Efficient allocation of time and resources

X X X X X X X X

How do | develop and implement a Risk Managemetraggy?

) T OA C O Edégued @k mmarmagement methodology maintains an integrated,
holistic perspective throughout the enterprise. Emphasis is placed on management
and how to best address the risks to achieving strategic plans and embedding a
culture of risk awareness across the organization. An effective strategy includes
processes that help management understand, manage and communicate
information about risks throughout the enterprise. Below are the six phases of our
Risk Management strategy:
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Identify
Assess
Measure
Prioritize
Strategize
Mitigate

X X X X X X

Identify

The implementation of an effective risk management strategy begins with the
identification of risks across the enterprise. These risks can be operational, financial
or technological. Activities to identify risks include surveys, interviews and
workshops with stakeholders and management, to result in an exhaustive list of all
potential risks enterprise-wide.

ASsess

Risk assessment is a critical step to the success of the strategy. It is in this phase
where more information is collected and gathered to further define the risks
identified in the first step. The better the quality of information gathered, the easier
and more effective the remaining steps will become. Additionally, data will be
collected on any existing risk management processes and or mitigations dealing
with the identified risks.

Measure

Quantifying risk is an important step to understanding the potential impacts that a

risk or incident may have on your organization. This step in the process employs

advanced risk analysis techniques to provide quantitative assessment of the

potential impact of selected key risks. This analysis can take various forms ranging

from high-level to detailed analysis depending on the type of risk, the amount of

data available and the criticality of the risk. Results from these models are

ET OACOAOAA xEOE OEA AT i PDATUBO OEOE ADPPAOEOA
(at business unit level) to highlight areas in which more or less risk may be desired.

We use structured interviews, documentation reviews and knowledge of best

practices to develop an ERM maturity scorecard across several dimensions.

Prioritize

Now that there has been a great deal of information collected and the risks are
better defined, the risks are prioritized. Those risks with the greatest potential loss
or impact and the greatest probability of occurring are identified as key risks and
are handled first. Risks with a lower probability of occurrence and less potential
negative impact are handled in descending order. In practice the process can be very

CONSULTINTIG

€3 INTEGRITY
Page6



Implementing Risk Management

difficult, and balancing between risks with a high probability of occurrence but
lower loss versus a risk with high loss but lower probability of occurrence can often
be mishandled. The resulting risk prioritization is used to develop risk mitigation
options and determine areas in which further analysis is needed.

Strategize

Focusing on the key risks first, and using information developed throughout the

process, organizations can now develop potential risk mitigation strategies. It is

here where best practice solutions can be identified and alternative strategies

should be developed. The potential strategies should then be evaluated for the risk-

reward tradeoffs each strategy and compared to any existing processes or strategies

in place to mitigate the current risks. The information will help to facilitate

executives in the decision-making process regarding the best use of an

I OCAT EUAOET 180 DAT Pl Ato mandgd riBkhfdhérdase AT A OAAET T 1
enterprise value.

Mitigate

It is during this final phase where the risk mitigation strategies are selected and
implemented to protect the organizational assets. Furthermore, risks will continue
to be monitored and measured to identify the success of the risk mitigation strategy
and possible improvements or changes to the organization.

Another facet of a successful risk management strategy includes setting up an
oversight committee and structure and setting goals and objectives. The risk
management committee should be comprised of senior management throughout the
organization and will be responsible for assisting in the decision-making process
and the continuing demand of new risks in an ever-changing business environment.
This committee will help to set goals and objectives and to define the risk
management strategy. Furthermore, this will increase senior management and
executive support and buy-in enterprise-wide, leading to the successful
implementation of a risk management strategy.

Are there technology solutions that can help my organization?

Risk management solutions can be found within Governance Risk and Compliance
(GRC) automation solutions. Governance is set by corporate policy, statutory or
regulatory requirements. In many organizations, risk is identified by analysis of the
main accounts in the general ledger, largely because that's where new rules on
corporate governance have focused. Compliance is largely manual or achieved and
documented through a series of stovepipe tools and processes.

In actuality, GRC activities are spread throughout the organization's policies,
procedures and corporate assets that may be at risk. Consequently, the decision to
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automate translates into bringing these key processes and assets that are spread
throughout an organization into a cohesive whole. This requires buy-in at the
highest levels of an organization as well as a shift in the mental model of the
organization. User adoption will be one of the critical barriers to any GRC
automation activity.

A major component of effective technology solutions include a common control
framework that seeks to further reduce cost and complexity, and improve risk
management effectiveness. This will result in one assessment, rather than multiple,
being sufficient to certify against any number of regulations. A common control
framework ensures the maintenance of the relationship between common control
and the corresponding regulation-specific control in the standard thus simplifying
change management. This approach simplifies the process because there are fewer
controls to test and independent assessments become unnecessary. The end result
enables executives to reduce the overall cost as more work can be accomplished
faster with potentially fewer people, allowing organizations to test once and certify
against many regulations.

Our Value Proposition

Integrity provides the people, process and technology capabilities to help
organizations develop and implement the right Risk Management approach. Our
proven methodologies and tools help our clients reduce cost, increase process
efficacy and reduce overall risk. As in any organization taking the first steps to Risk
Management, there are critical factors to the program that must be executed to
ensure success. Integrity brings those factors to the forefront and stands along side
the client on the road to success.

) T O A CRBEMxhbhge@ent innovative solutions help global organizations to
establish the appropriate oversight and control to effectively identify, evaluate and
manage risks which could significantly impact your organizations performance,
ultimately leading your organization to a sustainable competitive advantage and
improving business performance. Our experience demonstrates that Risk
Management is a complex undertaking and there is no one size fits all solution,
enabling us to help provide a tailored and specific solution that is aligned with your
organizations strategic goals. In short, the value we bring in this arena results in:

Greater enterprise situational awareness for key decision-makers
Identification and alignment of performance variances

Optimized resource allocation

Agovernance FOA| AxT OE OEAO OAZAEDOG
Improved accountability

Identified and better-protected critical assets
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About us

Integrity Consulting is a premier, privately held, service disabled veteran owned

management and information technology consulting firm serving commercial and

government sectors in the Mid-Atlantic region. Integrity provides preeminent

expertise in program management, business process optimization, procurement and

sourcing, enterprise risk management and technology management. A new
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advisor role with both private and public clients.

Visit Integrity online at www.Integrity.us.com.

Integrity Consulting
50 Carroll Creek Way, Suite 260
Frederick, MD 21701

Contact us
Office 301-695-1011
info@integrity.us.com
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